Introduction to BASH

A tour of command line navigation
and 100 BASH commands
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and viewing files directly from the terminal

* Trainees will gain the ability to search, filter, and transform text files
(samplesheets, fastas, fastgs) using key utilities such as grep, sed, and wc, enabling
basic data handling and log analysis from the command line

 Through practice with commands like sudo, chmod, ssh, curl, and wget, trainees
will understand how to perform administrative tasks, set file permissions, and
interact with remote systems or network resources.




Module Objectives

* Define fundamental terminal definitions, present 100 essential bash command
encyclopedia

* Enable you to confidently:
* move between directories, list files, and manage folder structures
* create, copy, move, rename, delete, and view files
e search, filter, and transform text files
» perform administrative tasks, set file permissions, and interact with remote
systems




Practical component

 Module will alternate between lecture and practice

* Practical materials available at https://cdcgov.github.io/id-bioifx-workshop/
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Command Line Navigation: Review

« Command prompt: text displayed by the shell indicating it is ready to accept a
command

ggxb@rosalind02:~% I

* Directory: folder
* Path: exact location of a file or directory in the filesystem

: Print Working Directory = show where in the filesystem you are

ggx6@rosalind02:~% pwd

/scicomp/home-pure/qagx6




Command Line Navigation: Review

* Flag (or option): A modifier added to a command (often starting with - or --) that
changes how the command behaves

* Defaults: settings for the program if user provides no modifier

* Argument: Additional information provided to a command, such as a filename,
directory name, or value to operate on.
e Positional and/or flag

* Flag/option: A modifier added to a command (often starting with - or --) that
changes how the command behaves
* May or may not require their own argument




Command Line Navigation: Review

* Positional arguments: Arguments defined by order
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» file.txt is the 1% positional argument (source)

* backup.txt is the 2" positional argument (destination)
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Command Line Navigation: Review

* Positional arguments: Arguments defined by order
cp file.txt backup.txt
» file.txt is the 1% positional argument (source)
e backup.txt is the 2" positional argument (destination)
e Switching the order changes the behavior
* Binary (Boolean) flags: flag is either ON (present) or OFF (absent)
|s -I
* -lenables long listing mode, no value required
* Argument (Value) flags: requires a value after it

head —n 5 file.txt

* -n:flag
* 5:value




Command Line Navigation: Review

Type

Positional

Binary Flag

Argument Flag

Example

cpab

s -I

-n5

Takes Value?

No (position defines meaning)

No

Yes

Order Important?

Yes

No

No




Manuals and help

e Command: Program
* Difficult for anyone to remember exactly how to use every program on a
system
* There are programs that help you use programs!

* man
* help




Practical: Manual, flags, arguments

View the full manual for each of these commands by running “man <command>"
Get quick help with the flags for each command by running “<command> --help”

e [s

e sort
* head
* vim
e date
* time

1. Which of these is a text editor?
2. Which of these does not have a manual entry?




Command Line Navigation: moving in the filesystem

: List directory contents
olel : Change directory

ul<ehlial : Create directory
iqulehliall : Remove an empty directory
st : Show directory structure

qgx6@rosalind02:my-data$ pwd
/scicomp/home-pure/qgx6/my-data
ggxéb@rosalind02:my-data$ 1s
samplesheet.csv
ggxb@rosalind02:my-data$ cd fastqgs
ggx6@rosalind02:fastqs$ 1s
24-003692-001-oriwgwal R1.fastq.gz 24-009110-009-origwnal R1.fastq.gz
24-003692-001-origwnal R2.fastq.gz 24-009110-009-origwnal R2.fastq.gz




Command Line Navigation: moving in the filesystem

: List directory contents

: Change directory
: Create directory

: Remove an empty directory

: Show directory structure

gqgxé@rosalind02:my-data$ 1s
samplesheet.csv

qgxé@rosalind02:my-data$ mkdir empty-dir

qgxé@rosalind02:my-data$ tree

24-003692-001-origwnal_R1l.fastq.gz
24-003692-001-or1gwnal_R2.fastq.gz
24-009110-009-or1gwnal_R1l.fastq.gz
24-009110-009-or1gwnal_R2.fastq.gz
24-010354-015-0or1gnal-300_subset R1.fastq.gz
24-010354-015-0or1gnal-300_subset R2.fastq.gz
— samplesheet.csv

2 directories, 7 files
qgxé@rosalind02:my-data$ rmdir empty-dir/
qgxé@rosalind02:my-data$ tree

24-003692-001-origwnal_R1l.fastq.gz
24-003692-001-or1gwnal_R2.fastq.gz
24-009110-009-or1gwnal_R1l.fastq.gz
24-009110-009-or1gwnal_R2.fastq.gz
24-010354-015-0or1gnal-300_subset R1.fastq.gz
24-010354-015-0or1gnal-300_subset R2.fastq.gz
— samplesheet.csv

1 directory, 7 files



Command Line Navigation: moving in the filesystem

ggx6@rosalind02:my-data$ cd ~ | Change dir to home
SPECIAL SYMBOLS qgx6@rosalind02:~$ pwd

/scicomp/home-pure/qgx6
° : home ggxé@rosalind02:~% cd my-data/ | Change dir to my-data I

, ggxé@rosalind02:my-data$ pwd

° . = current location /scicomp/home-pure/qgx6/my-data Pwd = path to my—datal
ggx6@rosalind02:my-data$ cd ..
ggxé@rosalind02:~%$ pwd
/scicomp/home-pure/qgx6

Print working directory = home

Change dir up and
back to home

J . = “back” or “up” a directory




Command Line Navigation: moving in the filesystem

SPECIAL SYMBOLS

. - home

J . = current location

J . = “back” or “up” a directory

BASH Tips!

ggx6@rosalind02:my-data$ cd ~ | Change dir to home
ggxéb@rosalind02:~% pwd
/scicomp/home-pure/qgx6
ggxé@rosalind02:~%$ cd my-data/ megedwtonw{MUal

Print working directory = home

ggxé@rosalind02:my-data$ pwd
/scicomp/home-pure/qgx6/my-data PWd:pamto”Wdaml
ggx6@rosalind02:my-data$ cd ..
ggxé@rosalind02:~%$ pwd
/scicomp/home-pure/qgx6

Change dir up and
back to home

* Shell will try to “guess” what you’re typing next if it’s an existing filename or directory.
Hit tab to complete the full name for faster navigation

e Shell remembers everything you run in your “history”, use up arrow to go back in history

 Use “cd —" to go to the last directory you were in; not necessarily relative to your cwd!

£DC




Command Line Navigation: moving in the filesystem

Relative paths vs absolute paths
* Absolute Path
* Full path from the root directory (/)
e Always starts with /
* Works regardless of current location
Example: /home/user/project/data/sample.fastq
* Relative Path
* Path relative to your current directory
 Does NOT start with /
* Depends on where you are (pwd)

Example: data/sample.fastq




. Open your terminal

. Change directory to your home directory (~)

. List the contents of that directory

Make a directory within your home directory called 2026-BIFX-TRAINING
Cd to that new directory you just made

Using .., cd back “up” to your home directory

. Try tab-complete
Start the command “cd 2026-" then tab to complete the full directory name
8. Try using your history
Using only the up arrow to move through your recent commands, re-run the
command you ran for #2




Intermediate Directory Management commands

: Disk usage summary (-h flag suggested)
: Display disk space usage for all file-systems mounted by OS

qgx6@rosalind02:fastq_pass$ du -h
495K ./barcode65
16M ./barcodebb
13M ./barcode6?7
17M ./barcode6t8
18M ./barcodeg9

27K ./barcode70
26M ./barcode71
18M ./barcode72
64M ./barcode73
176M ./cat_fastqs
340M




Command Line Special Symbols & Shorthand

e Builtins include special symbols
and words are reserved

e Type to see list

e Directories and pathing: 4 NBKDIC 5334 R 001 7 oty
HFG_S301 44

° : home io0r 7

o . = current location

. . = “back” or “up” a
directory

o H = glob, or any letter,
words

.T
L
L
L
L
L
i
i
i
L
L
i
i
i
i

e Can represent nothing as
well




Command Line Special Symbols & Shorthand

qgx6@rosalindB2:~% 1s 24-*fastq.gz & fastq_list.txt| Redirect to new file
® Input and output operators. gqgx6@rosalind®2:~% cat fastg list.txt

24-010354-015-0original-300 subset R1.fastg.gz

_ 24-010354-015-or1iginal-300 subset R2.fastq.gz
> Send Command ggxb@rosalindo2:~% 1s 24-*fastg.gzp==Wfastq list.txt
. ggx6@rosalind®2:~% cat fastg list.txt . .
output to a file (new or 24-010354-015-or iginal-300_subset R1.fastq.gz | APPend to existing file
ove rwrite) 24-010354-015-0original-300 subset R2.fastg.gz

24-010354-015-0original-300 subset R1.fastg.gz
24-010354-015-0original-300 subset R2.fastq.gz

o B23- append or add
command output to a file

qgx6@rosalind®2:~% 1s 24-*fastq.gz > fastg list.txt
ggx6@rosalind®2:~% xargs ls < fastg list.txt
24-010354-015-original-300 subset R1l.fastq.gz 24-010354-015-original-300 subset R2.fastq.gz

J = send multiple inputs
to a command from a file

o II = Pipe, or send output

from one command to
input of another

command E/‘g




Command Line Special Symbols & Shorthand

e ; =separate multiple commands on a single line

qg*erD~q11ndDa fastgs$ 1s
24-003692-001-original R1.fastq.q:
24-003692-001-original R2.f --tﬂ.ﬁf

qg*nmrn~q11ndna fa~tq $ date

Tue Dec 16 16:31:03 EST 2025

ggx6@rosalinde2:fastqs$ date; 1s

Tue Dec 16 16:31:09 EST 2025

, 33692-001-original R1.fastq.gz

13692-001-original_R2.fastq.:

qgx6@rosalindez:fastqs$ date
Tue Dec 16 16:32:41 EST 2025
quﬁ@rngaliﬂdﬁz:faatq9$ 1s
24-003692-001-original_R1.fastq.g
1 &]t) @_—Ill— riginal R2.f __tc.Qs
alindez2: fahtq % 1s date
24-00 '&_—lll— riginal Rl.fastqg.c
24-003692-001-original_R2.fastg.gz
quﬁ@rngalindaz:faatqa$ date #;1s
Tue Dec 16 16:32:55 EST 2025




Command Line Special Symbols & Shorthand

e Use \ to escape a character’s special behavior

qgx6@rosalind@2:2026-BIFX-TRAININGS$ touch #.txt
touch: missing file operand
Try 'touch ——help' for more information.

qgx6@rosalind@2:2026-BIFX-TRAININGS touch \#.txt
qgx6@rosalind@2:2026-BIFX-TRAININGS 1s \#.txt
"#.txt!




Command Line Special Symbols & Shorthand

e \t =tab character in a textfile

e \n = newline character in a textfile

Barcode #\tSample ID\tSample Type\n

A B C barcode@3\t12405030827\tTest\n

1 Barcode# SamplelD  Sample Type barcode26\t1240503038\tTest\n
2 | barcode13 1240503027 Test Eaf‘fOjei;:’Siggﬁgigt’émfﬂﬂ
drcode s n

5 |barcode26 1240503038 Test barcode38\t1240511026\tTest\n
4 'barcode27 1240508028 Test barcode20\t1240512023\tTest\n
5 barcodel8 1240511016 Test barcode21\t1240512027\tTest\n
6 barcode38 1240511026 Test barcodede\t1240609001\tTest\n
barcode3e\t1240609013\tTest\n

7 |barcode20 1240512023 Test barcode49\t1240610006\tTest\n
8 barcode2l 1240512027 Test barcode31\t1248610025\tTest\n
9 barcodeds 1240609001 Test barcode74\t124061e048\tTest\n

barcode37\t12408612018\tTest\n
10 barcode30 1240609013 Test barcodead\t124@9@3@32\ffééi\n
11 barcoded9 1240610006 Test barcode31\t1240904021\tTest\n

Humans see this Shell "sees" this 5,‘
g‘




File Viewing and manipulation

oFisll : Display file contents

sf=r=IeM : Show first 10 lines of file

Change number of lines with —n flag or -#

: Show last lines 10 of file

Change number of lines with —n flag -#

ggx6@rosalind02:H5 CA LIB 121124% gatpsamplEsheeticsy
Barcode #,Sample ID,Sample Type

barcode65,PCR_NTC,Test
barcode66,3101811047 N9009H2P slow repl,Test
barcode67,3101811047 _N9009H2P_slow_rep2,Test | \Whole file
barcode68,3101811047 _N9009H2P_slow_rep3,Test
barcode69,3101811047 _N9009H2P_slow_rep4,Test

barcode70,LIB NTC,Test

barcode71,H3 PTC repl,Test

barcode72,H3 PTC rep2,Test
barcode73,3101811047_NS009H2P_COMBINED,Test
ggx6@rosalind02:H5 CA LIB 121124% head -n5 samplesheet.Csw
Barcode #,Sample ID,Sample Type ]
barcode65,PCR_NTC,Test
barcode66,3101811047 _N9009H2P_slow_repl,Test
barcode67,3101811047_N900SH2P_slow_rep2,Test
barcode68,3101811047 _NS009H2P_slow _rep3,Test
qgx6@rosalind@2:H5 CA LIB 1211244% [farl =1 samplesheet.csv
barcode73,3101811047 NS009H2P COMBINED,Test end of file

Beginning of file




File Viewing and manipulation

: Open text editor

o : View file content interactively

° : Sort lines in a file

Defaults to first column or field, sorting alphabetically
-n tells the command to sort numerically
-k 4 tells command to sort according to the fourth field

-d, tells command to divide fields according to ",




File Viewing and manipulation

e Sorting examples

ggxBG@rosalindf2:~% cat sorting_example.txt qaxbldrosalindis @~% -n sorting_example.

000 =l LN s ) k)

One

Two
Three
Four
Five

S1ixX
Seven
Eight
Nine

Ten
Eleven
Twelve
thirteen
Fourteen
Fifteen

ggx6@rosalind@2:~% sort sorting example.txt

W00 =] O LA s L) R

Ten
Eleven
Twelve
thirteen
Fourteen
Fifteen
One

Two
Three
Four
Five

Six
Seven
Eight
Nine

One

Two
Three
Four
Five

S1xX
Seven
Eight
Nine

Ten
Eleven
TwelLve
thirteen
Fourteen
Fifteen

W00 =l LA B L) R

qgx6@rosalind82:~% sort -k2 sorting example.txt

g Eight

11 Eleven
Fifteen
Five
Four
Fourteen
Nine
One
Seven
Six
Ten
thirteen
Three
Twelve
Two




File Viewing and manipulation

e Sorting examples

qgx6@rosalind@2:~$ sort sort2.txt

0.006
00006

TWO
Two
one
tWO0
two

qgx6@rosalind@2:~$ sort -n sort2.txt

TWO
Two
one
tWO0
two
0.006
3

4
00006
6




Piping Example

e | =Pipe, or send output from one command to
input of another command

qgx6@rosalind®2:~% head samplesheet.csv | sort
_ - barcodef3, 1240503027, Test
e Caution: not all commands accept stdin barcodel18,1240511016, Test
barcode?20,1248512023, Test
barcode21,12408512027,Test
barcode?6,1248503038, Test
barcodez7,1248508028, Test
. . . barcode3n, 1240609013, Test
Sort the first 10 lines of a file barcode3s, 1240511626, Test
barcoded6,12406006801,Test

Barcode #,Sample ID,Sample Type

head samplesheet.csv | sort




Piping Example

e | =Pipe, or send output from one command to
input of another command

qgx6@rosalind®2:~% head samplesheet.csv | sort
barcodef3, 1240503027, Test
barcodel8,1248511016,Test
barcode?20,1248512023, Test
. . . barcode?1,1248512027,Test
Sort the first 10 lines of a file barcode26,1240503038, Test
barcodez7,1248508028, Test
h d lesh barcode3n, 1240609013, Test
€ad Samples eet.csv | sort barcode38,1248511026,Test
barcoded6,12406006801,Test
Barcode #,Sample ID,Sample Type

Sort a file then output the first 5 entries gqgx6@rosalind02:~% sort samples
] barcodef3, 1240503027 ,Test
alphabetlcally barcodell,2240514007,Test

barcodel7,22468516024,Test
lesh head -5 barcodel8, 1240511016, Test
sort samplesheet.csv | head - barcode28, 1240512023, Test




File Viewing and manipulation

o : Copy files or directories from first arg (source) to second arg
(destination)
e Copying directories typically needs -R flag
o : Move or rename files
o : Remove files or directories

o : Create empty file

gqgx6@rosalinde2:my-datas ls
samplesheet.csv sorting example.txt
qgx6@rosalind02:my-data$ cp samplesheet.csv samplesheet copy.csv

gqgx6@rosalinde2:my-datas 1s
samplesheet copy.csv samplesheet.csv sorting example.txt
qgx6@rosalinde2:my-datas |




File Viewing and manipulation

: Copy files or directories from first arg (source) to second arg
(destination)
e Copying directories typically needs -R flag
o : Move or rename files
o : Remove files or directories

o : Create empty file

qgx6@rosal inde2:my-data$ mv samplesheet copy.csv new samplesheet.csv
ggx6@rosal inde2:my-data$ 1s

new samplesheet.csv samplesheet.csv sorting example.txt
ggx6@rosalindez:my-datas |




File Viewing and manipulation

: Copy files or directories from first arg (source) to second arg (destination)

e Copying directories typically needs -R flag

1\l Vlove or rename files
o : Remove files or directories -- CAUTION: This is permanent deletion

o : Create empty file

gogx6@rosalind02 :my-data%$ rm new samplesheet.csv
ggx6@rosalinde2:my-data$ 1s
samplesheet.csv sorting example.txt

qgx6@rosalind02 :my-data$ touch empty samplesheet.csv
qogx6@rosalind02 :my-data%$ cat empty samplesheet.csv
qgx6@rosal inde2 :my-datas |




File Viewing and manipulation

e cp: Copy files or directories from first arg (source) to second arg
(destination)

e mv : Move or rename files

e rm : Remove files or directories

e touch : Create empty file

e Copying and removing a directory: need recursive flag

quﬁ@rnﬁalindﬁz:mv—data$ ls
empty samplesheet.csv gampleaheet.cau sorting example.txt
; al1ndDz my-data$ 1 fa tgs/
381-original R1. tg.gz 24- IF'll&—ﬁ&?—crigirel_ﬁl.;eatc.gs
01-original R2.f ..tc.r= 24- 18-009-original R2.fastqg.gz
a11ndD£ my - data$ cp fastgs/ fa;tqa copy
-r not specified; omitting d1rect0r¢ ‘fastgs/

qgx DMrn alinde2:my-data$ cp -r fastgs/ fastgs_copy

qgx6@rosalinde2:my-data$ 1s

empty samplesheet.csv samplesheet.csv  sorting




File Viewing and manipulation

e cp: Copy files or directories from first arg (source) to second arg
(destination)

e mv : Move or rename files

e rm : Remove files or directories

e touch : Create empty file

qgx 6@ros q]1ndmz my-datas 1 fa tqs_copy/
)@1-original R1. tg.gz 24-809110-009-original R1.fastq.gz
?Gl original R2.f ..tc.cs 24-009110-809-0original R2.fastqg.qgz
qgx6@rosal ndDz my - data$ rm fastgs _copy/*

qgx6@rosalind02:my-datas l1s

empty samplesheet.csv samplesheet.csv sorting example.txt
quﬁ@rnaallndﬁz:my—data$ ls fastgs_copy/

ggx6@rosalindez:my-datas |

To remove a directory AND everything in it, use recursive flag:
rm —r directory




Network and Downloads part

* wget : Download files from the web
* curl : Transfer data to/from URLs

&« (& 2% raw.githubusercontent.com/influenza-clade-nomenclature/seasonal_A-H3MN2_HA/refs/heads/main/subclades/Kyml
names: K

alias _of: J.2.4.1
parent: J.2.4
unaliased_name: A.2.1.1.2.2.1.2.1.3.1.1.2.4.1
representatives:
- isolate: A/Wisconsin/114/2825
source: genbank
accession: PX445315
- isplate: AfMassachusetts/186/2825
source: genbank
accession: PX445235
- isplate: A/South Australia/2527887683/2825
source: gisaid
accession: EPI4739151

defining_mutations:

- locus: Hal
position: 2
state: N

- locus: HAl
position: 144
state: N

- locus: HAl
position: 158
state: D

- locus: HAl
position: 160
state: K

- locus: HAl
position: 173
state: R

clade: none

£DC




Network and Downloads part 1

¢ WgEt . Download files from the WEb qgx6@rosalindez:~$ cat K.yml

name: K

* curl : Transfer data to/from URLs P e

* wget will pull the file, curl will pull the contents
e Use a redirect (> or >>) with curl

ggx6@rosalindB2:~% wget https://raw.githubusercontent.com/intluenza-clade-nomenclature/seasonal A-H3N
2 Ha/retfs /heads/main/subclades /K. yml
--2026-81-26 16:15:14-- https://raw.githubusercontent.com/influenza-clade-nomenclature/seasonal A-H3
N2 Ha/refs /heads /main/subclades /K. yml

Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.118.133, 185.199.109.133,

éﬁﬁnéﬁfiﬁé-té-an.githubusercontent.com {raw.githubusercontent.com)|185.199.110.133|:443... connected

HTTP request sent, awailting response... 280 0K
Length: 567 [text/plain]
Saving to: ‘K.yml.1’

K_yml_l IBB%[::::::::::::::::::::::::::::::::::}] 567 --.-KB/fs 1n Os

2026-01-26 16:15:15 (26.0 MB/s) - ‘K.yml.1' saved [567/567]

parent: J.2.4
unaliased name: A.Z
representatives:
1solate: A/Wisconsin/114/2825

source: genbank

accession: PX445315

isolate: A/Massachusetts/106/2825

source: genbank

accession: PX445235

1solate: A/South Australia/2527887683/2025

source: gisaid

accession: EPI4739151
defining mutations:

locus: HAl
position: 2
state: N
locus: Hal
position: 144
state: N
locus: Hal
position: 158
state: D
locus: Hal
position: 160
state: K
locus: Hal
position: 173
state: R

clade: none




Network and Downloads Practical

 wget : Download files from the web
» curl : Transfer data to/from URLs

 Download fastqs and samplesheet from our website for the next practical

wget https://raw.githubusercontent.com/CDCgov/id-bioifx-workshop/refs/heads/main/practical/samplesheet.csv

curl https://raw.githubusercontent.com/CDCgov/id-bioifx-workshop/refs/heads/main/practical/samplesheet.csv > samplesheet.csv

£DC
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. Ensure your samplesheet.csv on the system pulled properly with which
command?

. Copy your samplesheet to make samplesheet copy.csv

. Rename your samplesheet _copy.csv to samplesheet2.csv using which
command?

. Output the last 20 lines of your samplesheet, and using redirect, write

them
. Using
samp

. Sortt

to another file called samplesheet subset.csv
head and then piping into tail, output only the 8t line of

esheet.csv
ne samplesheet according to sample ID, numerically, then redirect

to afi

e called samplesheet sorted.csv




7. Cat samplesheet_sorted.csv to append to samplesheet2.csv. Cat
samplesheet2.csy, it should look twice as long!

8. Cat samplesheet_sorted.csv to overwrite samplehseet2.csv. Cat
samplesheet2.csy, it should look just like samplesheet _sorted.csv
9. Rename samplesheet2 back to samplesheet_copy.csv

10. Using rm and glob (*) remove both samplesheet copy.csv and
samplesheet_sorted.csv without removing samplesheet.csv




File viewing and Manipulation Practical




Searching and Text Processing

m : Count lines,

words, and bytes

«1bhlll : Remove sections
from lines

: Report or filter

duplicate lines

ggx6@rosalind@? :my-data% we -1 sorting_example.txt

15 sorting example.txt _ Count lines
ggx6@rosalind@2:my-data$ cut -T1 sorting example.txt

cut field 1

cut field 2

thirteen
Fourteen
Fifteen



Searching and Text Processing

m . Count Iinesl qgx6@rosalinde2:my-data$ cat sorting _example.csv
,One
words, and bytes

, TWO
, TWO
,Three

L new example
, Four

,Five with

y S1X duplicates
,Seven

,Eight

9,N1lne

1G,Ten
si.8Rel: Report or filter 11,Eleven
1.»: . Tw:—ﬂ_ Ve
duplicate lines 13, thirteen

, Fourteen
15, Fifteen
ggx6@rosalind@2:my-data$ wc -1 sorting_example.csv
17 sorting example.csv

«1bhlll : Remove sections
from lines

00 = O LA P L) L) R B =




Searching and Text Processing

m : Count lines,

words, and bytes

«1bhlll : Remove sections
from lines

: Report or filter

duplicate lines

ggx6@rosalinde2:my-data%$ cut -f1 sorting_example.csv
1,0ne

2, Two

2, Twao

3,Three

3,Three

4,Four

i Cutting field 1 does

¥ ,Seven
8 Eight not work unless we

9,Nine provide delimiter (d)
16,Ten

11,Eleven

12, Twelwe

13,thirteen

14, Fourteen

15, Fifteen

ggx6@rosalinde2:my-data$ cut -f1 -d, sorting_example.csv

L1 = R o R, = PR TRy I LN Y

e
= @

el el
¥ I = Wy L



Searching and Text Processing

m : Count lines,

words, and bytes

«1bhlll : Remove sections
from lines

: Report or filter

duplicate lines

qgx6@rosal inde2:my-data$ cat sorting example.csv
1,0ne

2, Two

2, Two
3,Three

3, Three
4,Four
5,Five
6,51x
7,5even
8,Eight
9,Nine

18, Ten
11,Eleven
12, Twelve
13,thirteen
14, Fourteen
15,Fifteen
ggx6@rosalinde2:my-data$ uniq sorting_example.csv
1,0ne

2, Two
3,Three
4,Four
5,Five
6,51x
7,5even
8,Eight

9,N1 . .
o piping example that

11,Eleven demonstrates

12, Twelve . .

13, thirteen unique lines only
14, Fourteen

15,Fifteen

qgx6@rosal inde2:my-data$ cat sorting example.csv | wc -1

17

qgx6@rosal inde2:my-data$ uniq sorting example.csv | wc -1

15




Searching and Text Processing

epa=yeX: Search for text in files
-l Stream editor for find/replace

ggx6@rosal ind02:my-data$ cat sorting example.txt
One
Two
Three
Four
Five
S1x
Seven
Eight
Nine
Ten
Eleven
Twelve
thirteen
Fourteen
15 Fifteen
ggx6@rosalind02:my-data$ grep 4 sorting example.txt
4q Four
14 Fourteen




Searching and Text Processing

epa=yeX: Search for text in files
-l Stream editor for find/replace

qgx6@rosalind02:my-data$ grep thirteen sorting example.txt

13 thirteen

qox6@rosalinde2:my-data$ grep Thirteen sorting example.txt
qgx6@rosal inde2:my-data$ grep -1 Thirteen sorting example.txt
13 thirteen

gqgx6@rosal ind02:my-data$ grep "teen" sorting example.txt
13 thirteen
14 Fourteen
15 Fifteen




Searching and Text Processing

grep — Most useful flags
*-vV — Invert match

* Shows lines that do NOT match the pattern
e -i — Ignore case

e Matches text regardless of capitalization
e -r — Recursive search

e Searches all files in a directory tree
e -n — Show line numbers

e Displays line numbers for each match \
e -c — Count matches

*Outputs the number of matching lines

Remember: Flags can be combined! grep -i —v —c will ignore case AND invert match and count matches

qgx6@rosalind@2:my-data$ grep -1 -c -v "TEN" sorting_example.txt
14

ggx6@rosalind02:my-data$ |




Searching and Text Processing

grep : Search for text in files
sed : Stream editor for find/replace

sed -s "s/find/replace/g" <file>
* Sends replaced line to output stream, can pipe (|) or
redirect (>, >>)
e« “g” ="global”, replaces all matches

sed -i "s/find/replace/g" <file>
* Replaces within your file
 Be careful!l Not easy to undo if you make a mistake
 TIP:add -i .bak copies original file to original.bak first




Searching and Text Processing

grep : Search for text in files
sed : Stream editor for find/replace

ggx6@rosalind®2:my-data$ cat sorting example.txt
i one

2 Two

3 Three

4 Four

5 Five

B Six

7 Seven
Eight
Nine

Ten
Eleven
Twelve
thirteen
Fourteen
Fifteen
alindoz:my-data$ sed us/Seven/Coffee/g" sorting example.txt
One

Two
Three
Four
Five

Six
Coffee
Eight
Nine

Ten
Eleven
Twelve
thirteen
Fourteen
Fifteen




Searching and Text Processing

grep : Search for text in files
sed : Stream editor for find/replace
sed is very powerful and it is easy to make inadvertent changes

qgx6@rosal indB2:my-data$ sed -s "s/Four/Coffee/qg" sorting example.txt
One

Two

Three

Coffee

Five

Seven

=

Eight

Nine

Ten

Eleven
Twelve
thirteen
Coffeeteen
Fifteen

L 0 =] O LA L L B




Searching and Text Processing

grep : Search for text in files
sed : Stream editor for find/replace

Special character example: tsv to csv

qgx6@rosal indB2 :my-data$ sed -s "s/\t/,/g" sorting example.txt
1,0ne

2,Two

3,Three

4, Four

5,Flve

6,51x

7.,5even

8,Eight

g,Nine

10,Ten

11,Eleven

12, Twelve

13,thirteen

14, Fourteen

15,Fifteen

qgx6@rosal inde2:my-data$ sed -s "s/\t/,/g" sorting example.txt > sorting example.csv




Searching and Text Processing

grep : Search for text in files
sed : Stream editor for find/replace

sed -s "s/find/replace/g”

What if the string we want to find or replace hasa/init?
You don’t have to use / to pass your sed command

sed -s "s%find%replace%g”

sed -s "s&find&replace&g”




Searching and Text Processing

Regex

Regular expression: pattern matching
 Used by grep, sed, other text editors
* Used to find and extract text in strings and files
* Most important symbols:
* . (any character)
 * (previous character zero or more times)
* \+ (previous character one or more times)
e [] (character sets)

qgx6@rosalind®2:my-data$ grep -1 "te*n" sorting_example.txt
1@ Ten

13 thirteen

14 Fourteen

15 Fifteen




Searching and Text Processing

Intermediate regex

egrep or grep —e

Anchors control position ggx6@rosalinde2:my-data$ grep "2" sorting_example.txt
. Two
e N matches start of line, S matches end . i 1 1
. . ggx6@rosalindd2:my-data$ grep "~2" sorting_example.txt
e Example: ~ERROR (lines that start with “ERROR”) il SEE XA
Character classes & ranges

e [abc] matches a, b, or ¢c; [0-9] matches digits
e Example: user[0-9]+ (userl, user4?2)
Quantifiers control repetition
e *(0or more), + (1 or more), {n} (exact count)
e Example: .{8,} (at least 8 characters)
Alternation (OR)
e | matches one pattern or another
e Example: error|fail|critical
Escaping special characters
¢ \. matches a literal dot, \* a literal asterisk
e Example: \d+\.\d+ (decimal numbers)

qgx6@rosalind82:my-data% egrep "Five|Fifteen" sorting example.txt
5 Eive

15 :{‘iee'

www.regex101.com is a great resource for checking and testing regex



http://www.regex101.com

Intermediate Text Processing

. d|ff : Compare files Iine by Iine 2?§Efg?i§:;lndaz:my-data$ diff sorting_example.txt sorting_example.csv
e comm : Compare sorted files 5 Thres
* tr: Translate or delete characters 4 E
* xargs : Build and execute command lines P

Eight
Mine

Ten
Eleven
Twelve
thirteen
Fourteen
Fifteen

,One

, TwWa
,Three

, Four
,Five

, 51
,Seven

= 8,Eight

= 9,Nine

= 10,Ten

> 11,Eleven

= 12, Twelve

= 13,thirteen
= 14, Fourteen
= 15,Fifteen

> 1
- 2
.'3
. 5
- 7
- 8




Intermediate Text Processing

diff : Compare files line by line

e comm : Compare sorted files

tr : Translate or delete characters

xargs : Build and execute command lines

ggxe@rosalindB2:my-data% cat sorting example.cswv tr ", " ALY

1 One

2 Two
Three
Four
Five
Seven
Eight
Nine
Ten
Eleven
Twelve
thirteen
Fourteen
Fifteen




Intermediate Text Processing

* Putting it all together: real world example

qgx6@rosal inde2:my-data$ echo "sample id,sample_type" = illumina_samplesheet.csv
quﬁ@ruaalindaz my data$ Ls faatqﬁ
al Rl.fastg 24-009110-009-0original R1.fastg.gz 24-010354-

3692 -|.F'“ fasto 24-809 lll-ll-:—:l"i-;'l.l 1F'“ fastq.gz 24-010354-
quﬁ@rnaallndaz my data$ Ls faatqa | cut -f1 -d_ | unig >= illumina, Samplesheet c
qgx6@rosalinde2:my-data$ cat illumina_samplesheet.csv
sample_id,sample_type
24-003692-001-original
24-009110-009-original
24-910354-015-original-300

15-original-300 subset R1. j'ft
15-original-300_subset R2.fastc

5]
5]
SV

* Need “sample_type” column, replace (sed) end of line (S) with ,Test

qgx6@rosalinde2:my-data$ echo "sample id,sample_type" = illumina_samplesheet.csv

qgx6@rosalinde2:my-data$ 1ls fastgs | cut -f1 -d_ | unig | sed -s "s/%/,Test/g" == illumina_samplesheet.csv
quﬁ@rnaallndﬁz my-data$ cat illumina samplesheet.csv

sample id,sample_type

24-003692-001-original,Test

24-009110-08089-original,Test

24-010354-815-original-300,Test

ggx6@rosal inde2:my-datas |




Using wc on samplesheet.csv, how many lines are there?

Using wc on samplesheet.csv, how many characters are there?
Using cut on samplesheet.csv, output only the Barcode # field.
Make a file called sample_list.txt by cutting and redirecting unique
sample IDs from your fastgs

W

Bonus: using tr and sort on samplesheet.csv, output the highest barcode number only (no
“barcode”)
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1. Curl or wget https://raw.githubusercontent.com/CDCgov/id-bioifx-
workshop/refs/heads/main/practical/influenza.fasta
2. Using grep with a flag or piping into wc, how many times does the following

sequence appear in your influenza.fasta?
GGGGCGGGG (4G 1C 4G)

3. Using grep with the —A flag (--help if you don’t recall what that does), output all the
A HA H1 sequences to a file called H1 _HA.fasta
H1 HA.fasta should look like:

qgx6@rosalind®2: 2826-BIFX-TRAININGS head H1_HA.fasta

>3004125289_NEKIRZBD_v1 | A_HA_H1

ATGAAGGCAATACTAGTGGTTATGCTGTATACA CGCAAATGCAGACACATTATGTATAGGTTATCATGCGAACAATTCAACAGACACTGTGGACACAGTACTAGAAAAGAATGTAACAGTAACACACTCTGTCAATCTTCTAGAAGACAAGCATAACGGAAAACTATGCAAAL
AAGAGGGGTAGCCCCATTGCATTTGGGTCAATGTAACATTGCTGGCTGGATCCTGGGAAATCCAGAGTGTGAATCACTATCCACAGCAAGGTCATGGTCCTACAT TGTGGAAACATCTAATTCAGACAATGGAACGTGT TACCCAGGAGATT TCATCAATTATGAGGAGC TAAGAGAGCAA
TGAGCTCAGTGTCATCATTTGAAAAGT TTGAAATATTCCCCAAGGCAAGTTCATGGCCTAATCATGACTCAGACAATGGTGTAACGGCAGCATGTTCTCACGATGGAGCAAGAAGCTTCTACAAAAACTTGATATGGCTGG T TAAAAAAGGAAAAT CGTACCCARAGAT CAACCAAACCTAC
ATTAATGACAAAGGGAAAGAAGTCCTCGTGCTGTGGOGCATTCACCATCCACCCACTATTACTGACCAAGAAAGTCTCTATCAGAATGCAGATGCGTATGT TTTTGTGGGGACATCAAGATACAGCAAGAAGT TCAAGCCGGAAATAGCAGCAAGACCCAAAGTGAGGGAT CAAGCAGGGA

TAARAAGGTTGATGATGGTTTCCTGGACGT TTGGACTTACAATGCCGAACTGCTGGTTCTACTGGAAAATGAAAGAACT TTGGACTATCACGAT TCAARATGTGAAGAACTTGTATGAAARAGTAAGACACCAGTTAAAAAACAATGCCAAGGAAACTGOAAACGGCTGCTT TGAATTTTACT
ACARATGCGACAACACATGCATGGAAAGTGTCAAGAATGGAACTTATGACTACCCAARATACTCAGAGGAAGCAAAATTGAACAGAGAAAAAAT AGATGGAGT ARAGCTGGACT CAACAAGGAT TTACCAGAT TTTGGCAATCTATTCAACTGCTGCCAGTTCATTGGTACTGGTAGTCTCC
CTGGGGGCAATCAGCTTCTGGATGTGCTCTAATGGGTCTCTACAGTGCAGAATATGTATTTAA

>3004125325_NBKIRZDD_v1 | A_HA_H1

ATGAAGGCAATACTAGTGGTTATGCTGTATACA CGCAAATGCAGACACATTATGTATAGGTTATCATGCGAACAATT CAACAGACACTGTGGACACAGTACTAGAAAAGAATGTAACAGTAACACACTCTGTCAATCTTCTAGAAGACAAGCATAACGGAAAACTATGCARAC

AAGAGGGGTAGCCCCACTGCATTTGGGTCAATGTAACATTGCTGGCTGGATCCTGGGAAATCCAGAGTGTGAATCACTATCCACAGCAAGGTCATGGTCCTACATTGTGGAAACATCTAATT CAGACAATGGAACGTGT TACCCAGGAGATT TCATCAATTATGAGGAGC TAAGAGAGCAA

TGAGCTCAGTGTCATCATTTGAAAAGT TTGAAATATTCCCCAAGGCAAGTTCATGGCCTAATCATGACTCGGACAACGGTGTAACGGCAGCATGTTCTCACGATGGAGCAAGAAGCTTCTACAAAAACTTGATATGGCTGGTTAAAAAAGGAAAAT CGTACCCAAAGAT CAACCAAACCTAL
ATTAATGACAAAGGGAAAGAAGTCCTCGTGCTGTGGGGCATTCACCATCCACCCACTATTACTGACCAAGAAAGTCTCTATCAGAATGCAGATGCGTATGTTTTTGTGGGGACATCAAGATACAGCAAGAAGT TTAAGCCGGAAATAGCAGCAAGACCCAAAGTGAGGGAT CAAGCAGGGA

AATGAACTATTACTGGACACTAGTAGAACCGGGAGACAAMATAACATTCGAAGCAACTGGTAATCTAGTGGCACCGAGGTATGCATTCACAATGGAARAAGAAGCTGGATCTGGTATCATCATT TCAGATACACCAGTCCACGATTGCAATGCAACTTGTCAGACACCCAAGGGTGCTATAA
ACACCAGCCTCCCATTTCAAAATGTACATCCGATCACGATTGGGGAATGTCCAAAGTATGTAAGAAGCACAAAACTGAGGCTGGCCACAGGATTGAGGAATGTCCCGTCTATTCAATCTAGAGGCCTATTCGGGGCCATTGCTGGCTTCATCGAAGGGGGGTGGACAGGAATGGT TGATGGA
TGGTACGGTTATCACCATCAAAATGATCAGGGAT CAGGATATGCAGCCGATCTGAAGAGCACACAAAATGCCGTTGATAAGAT TACCAACAAAGTAAATTCTGTTATTGAAAAGATGAATACACAGTTCACAGCAGT TGGTAAAGAGT TCAACCACCTTGAAAAAAGAATAGAAAAT CTAAA
TAAAAAGGTTGATGATGGTTTCCTGGACGTTTGGACTTACAATGCCGAACTGCTGGT TCTACTGGAAAATGAAAGAACT TTGGACTATCACGAT TCAAATGTGAAGAACTTGTATGAAAAAGTAAGACACCAGT TAAAAAACAATGCCAAGGAAACTGGAAACGGCTGCTTTGAATTT TACC
ACAAATGCGACAACACATGCATGGAAAGTGTCAAGAATGGAACTTATGACTACCCAAAATACTCAGAGGAAGCAAAATTGAACAGAGAAAAAATAGATGGAGT AAAGCTGGACTCAACAAGGAT TTACCAGATTT TGGCAATCTATTCAACTGCTGCCAGTTCATTGGTACTGGTAGTCTCC
CTGGGGGCAATCAGCTTCTGGATGTGCTCTAATGGGTCTCTACAGTGCAGAATATGTATTTAA
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Now, we will use sed to turn our HA_H1.fasta headers into strain names

sed -s "s/find/replace/g”
>3004125441 NSKIRZTI v1 | A_ HA H1 = >A/Country/ 3004125441 NSKIRZTI v1 /2026

Intermediate question: can you do this all in one command using multiple sed commands with
pipe | ?

Part 1: use sed —s to remove the lines with two dashes from grep output, redirect to
HA H1 1.fasta
Find: -- Replace: nothing

Part 2: Use sed —s to replace “>” with “>A/Country/” in HA_H1_1.fasta, redirect to

HA H1 2.fasta
Since this has a /, you will need to use another character (%, #) for your sed




Now, we will use sed to turn our HA_H1.fasta headers into strain names

sed -s "s/find/replace/g”
>3004125441 NSKIRZTI v1 | A_ HA H1 = >A/Country/ 3004125441 NSKIRZTI v1 /2026

Part 3: Use sed —s to replace “ | A_HA_H1” with “/2026” in HA_H1 2 .fasta, redirect to

HA H1 3.fasta
Since this has a /, you will need to use another character (%, #) for your sed

Part 4: Renane HA_H1 3.fasta to be HA H1 final.fasta




Intermediate solution

Now, we will use sed to turn our HA_H1.fasta headers into strain names

sed -s "s/find/replace/g”
>3004125441 NSKIRZTI v1 | A_ HA H1 = >A/Country/ 3004125441 NSKIRZTI v1 /2026

sed -s "s/--//g" H1_HA.fasta | sed -s "s#>#>A/Country/#g" | sed -s "s% | A_ HA_H1%/2026%g"
>H1 HA final.fasta




Networking and Downloads part 2

* ping : Check network connection

e ssh: Connect to remote server

* scp : Copy files via SSH from one server to another
* host : DNS lookup utility

* ftp: File transfer protocol client

qgx6@rosalind@2:my-data$ ping google.com
PING google.com | ) 56(84) bytes of data.

qgx6@rosalinde2:my-data$ scp samplesheet.csv ggx6@cdp-client-01.biotech.cdc.go




Compression and archives

* NGS generates very large files
 Raw data (e.g., FASTQ, BAM) can quickly
reach GB—TB scale
 Compressed files are faster to transfer
* Reduced size improves download,
upload, and sharing speed
* Best practice for long-term storage
e Saves disk space and lowers storage and
backup costs




Compression and archives

e Tarballs (.tar)
* Bundles multiple files into a single archive (no
compression by itself)
* Gzip(.g2)
e Common for FASTQ files; fast
compression/decompression
 Zip archives (.z1ip)
* Widely supported; combines archiving and
compression

Compressed tar archives (. tar.gz)

*Archive multiple files and compress them in one
step

Common for distributing sequencing datasets




Compression and archives

e tar—c: Create archives e tar—x: Extract archives

e gzip : Compress files e gunzip : Decompress gzip files

e zip : Create zip archives e unzip : Extract zip archives

e zcat:View compressed files

qgx6@rosalind@2:my-data$ tar -xvf fastgs.tar
fastgs/

fastgs/24-003692-001-original R1.fastqg.gz
fastgs/24-003692-001-original_R2.fastqg.gz
fastqs,/24-009110-009-original R1.fastqg.gz

ggx6@rosalindez:my-data$ tar -cvf fastgs.tar fastgs/
fastqgs/

fastgs/24-003692-001-original_R1.fastqg.gz
fastgs/24-003692-001-original_R2.fastq.gz
fastgs/24-009110-0809-original R1.fastq.qgz

fastgs/24-009110-009-original R2.fastq.gz
fastgs/24-010354-815-original-300 subset R1.fastq.gz
fastgs/24-010354-015-original-300 subset R2.fastqg.gz
qgx6@rosalind02:my-data$ 1s

empty_samplesheet.csv fastgs.tar

fastgs/24-009118-009-original_R2.fastqg.gz
fastgs/24-010354-015-original-3080 subset R1.fastqg.gz
fastgs/24-010354-015-original-300 subset R2.fastqg.gz
qgx6@rosalind@2:my-data$ 1s

empty samplesheet.cswv fastgs.tar




Compression and archives

e tar: Create/extract archives * tar:Create/extract archives

e gzip : Compress files (pigz for many many files) e gunzip : Decompress gzip files

e zip : Create zip archives e unzip : Extract zip archives

e zcat: View compressed files

qg*nmrnmqllndﬂz fastqs$ 1s

92-001-original R1.fastqg.qz AA9116-0A0%9-original R1.fastqg.aq:z
| |

zZ 24-
92-001-original R2.fastqg.gz 24-
qgx6@rosalindez:fastqgs$ gunzip 24-003692-001-original R1.fastg.gz

qg*nﬂrneallndﬂg fastgs$ 1s

9118-0889-original R2.fastg.qz

502-001-original R1.fastc 24-009110-0809-original R1.fastqg.gz

792 -00 ]__. rigin al F-__‘- tg.gz 24-009110-009-or1gin al _R2. fastq.qz

qgx6@rosalinde2:fastgs$ gLip 24-003692-001-original R1.fastqg
qg*nﬁrnuqllndng fastgs$ 1
92-801-original R1.faste gz 24-0091108-0809-original R1.fastc
“_-Ill—-|1-1|-1 F_."'T- gz 24-089116-889-original F_."'T




Compression and archives

e tar: Create/extract archives * tar:Create/extract archives

e gzip : Compress files e gunzip : Decompress gzip files

e zip : Create zip archives e unzip : Extract zip archives

e zcat: View compressed files

TTCTCTACC ACATA
SAAACTTTACAGAGATTCGCTTGG

F1B>>FGFFHHGHZGBEFEGFFH1B11FAC /776G
GHCGHBBFCFFGEBFGGGFBEE /EG. CBF




Compression and archives

e tar: Create/extract archives * tar:Create/extract archives
e gzip : Compress files e gunzip : Decompress gzip files
e zip: Create zip archives e unzip : Extract zip archives

e zcat:View compressed files

[qogx6@cdp-client-01 ~]% zip -r logs.zip logs/
adding: logs/ (stored 0%) )
adding: logs/discov.ImportDISCoV-update-log.txt (deflated 43%)

[ggx6@cdp-cl1ient-81 ~]% unz1p logs.zip

Archive: Tlogs.zip

replace logs/discov.ImportDISCoV-update-log.txt? [yles, [n]o, [A]ll, [N]one, [r]lename:
inflating: logs/discov.ImportDISCoV-update-log.txt




Compression and Archives Practical

wget/curl, uncompress, and re-compress the following files
2012704893 273083 vl H3_PCR_original_R1_001.fastq.gz
2012704893 _273083_v1_H3_PCR_original_R2_001.fastq.gz

Use Is —lah (h makes file sizes Human-readable) to display the file sizes before and after
compression




Permissions and Ownership

 Ownership defines control

e Each file has a user (owner) and group assigned to it
* Permissions control access

* Read (r), write (w), and execute (x) permissions
* Three permission levels

* Apply separately to owner, group, and others

qgx6@rosalind®2:my-data$ ./samplesheet.csv
-bash: ./samplesheet.csv:

qgx6@rosalind82:my-datas I




Permissions and Ownership

Permissions are managed with standard

commands
e 1s -1 :view _
qgx6@rosal1ndB2 :my-data$ Ls
e Owner, group, others total 159411
=fll======= . gqgx6 users 9 Jan 26 12:35 empty_samplesheet.csv
® -r'wX WX . 2 qgx6 users 9 Jan 27 11:27
. . b . 2 ggx6 users 3 Jan 26 12:39
e This shows owner (qgx6) can read and write : . 1 qgx6 users 163235840 Jan 27 11:25 fastgs.tar
. i . gqgx6 users 8 Nowv 253 :50 samplesheet.csv
every file, group (users) and others have no - . 1 qgx6 users 125 Jan 27 18:44 sorting_example.csv
i . gqgx6 users 125 Jan 26 12:31 sorting example.txt

permissions (---)
« chmod change permissions
o Lettersor numbersr = 4 (read)ew = 2
(write) e x = 1 (execute)

qgx6@rosalinde2:my-data$ chmod 644 samplesheet.csv

e Add values to set permissions qgx0@rosalindoz:my-datas s -1

e 7 = 4+2+1 (r'WX) -TW------- - ggx6 users B Jan 26 12:35 empty samplesheet.csv
drwx------ . 2 Qg6 users 8 Jan 27 11:27

e 6 = 442 (pw_) drwx------ . 2 ggx6 users 0 Jan 26 12:39 f
=[i======= . ggx6 users 163235840 Jan 27 11:25 Tastgs.tar

e 5 = 441 (r‘—x) -FW-r--r--. qgx6 users @ Nov 25 10:50 samplesheet.csv
=[======= . ggx6 users 125 Jan 27 10:44 sorting example.csv

-rw-r--r-- - 644 -FW---- - . 1 ggx6 users 125 Jan 26 12:31 sorting example.txt

*Owner: read/write, Group & others: read
« chown change ownership




Intermediate Permissions and Ownership

* chgrp : Change group ownership
 sudo : Run command as superuser
e umask : Set default file permissions
* id: Display user identity
 whoami : Show current user

* groups : Show group memberships
 passwd : Change user password

* su:Switch user




Permissions and ownership practical

Using wget or curl, pull down permissions.txt at
https://raw.githubusercontent.com/CDCgov/id-bioifx-workshop/refs/heads/main/practical/permissions.txt

Cat permissions.txt

Using chmod, remove read permissions for owner on permissions.txt
Cat permissions.txt — what does it say now?

Using chmod again, add read permissions back to permissions.txt

PwNneE

Using the up arrow to load your last wget or curl command, pull down permissions.sh by changing the command’s
final .txt to .sh



https://raw.githubusercontent.com/CDCgov/id-bioifx-workshop/refs/heads/main/practical/permissions.txt
https://raw.githubusercontent.com/CDCgov/id-bioifx-workshop/refs/heads/main/practical/permissions.txt
https://raw.githubusercontent.com/CDCgov/id-bioifx-workshop/refs/heads/main/practical/permissions.txt
https://raw.githubusercontent.com/CDCgov/id-bioifx-workshop/refs/heads/main/practical/permissions.txt
https://raw.githubusercontent.com/CDCgov/id-bioifx-workshop/refs/heads/main/practical/permissions.txt

System info & Process management
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top : Display running
4829367
processes %63
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ime: 75 days, 18:10:41

Jscicomp/home-pure/gvc3/.vscode-server/cli/servers/Stable-
/scicomp/home-pure/qvc3/.vscode-server/cli/servers/Stable-

falcon-sensor-bpf
htop

htop
/scicomp/home-pure/xqc3/.vscode-server/cli/servers/Stable-
splunkd --under-systemd --systemd-delegate=yes -p 8089 _in

/scicomp/home-pure/qvc3/.vscode-server/cli/servers/Stable-

/scicomp/home-pure/tsz0/.vscode-server/bin/8b3775030ed1a69

/scicomp/home-pure/twd2/.vscode-server/cli/servers/Stable-

g8 {usr{l1b{f0rescoutfblnfForeScoutSecureConnector bin -daemo

2
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Questions?
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